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Data Protection Agreement

This Data Protection Agreement ("DPA") forms part of the [Note: refer to the main agreement with the Supplier], as amended or renewed ("Principal Agreement") between: Kornit Digital Ltd. and any of its applicable affiliated companies (“Company”) and _______ (“Supplier”) on [Date].
In consideration of the mutual obligations set out herein, the parties hereby agree that the terms and conditions set out below shall be added as a DPA to the Principal Agreement. Except where the context requires otherwise, references in this DPA to the Principal Agreement are to the Principal Agreement as amended by, and including, this DPA.

DEFINITIONS
In this DPA, the following terms shall have the meanings set out below and cognate terms shall be construed accordingly:
0. "Company Affiliate" means an entity that owns or controls, is owned or controlled by, or is under common control or ownership with Company, where control is defined as the possession, directly or indirectly, of the power to direct or cause the direction of the management and policies of an entity, whether through ownership of voting securities, by contract or otherwise;
0. "Company Group Member" means Company or any Company Affiliate;
0. "Company Personal Data" means any Personal Data Processed by Supplier on behalf of a Company Group Member pursuant to or in connection with the Principal Agreement; 
0. "Controller" means an entity which, alone or jointly with others, determines the purposes and means of the processing of the Personal Data;
0. "Data Protection Laws" means applicable data protection and privacy laws of any country, including but not limited to the EU Data Protection Laws, the UK Data Protection Laws , the California Consumer Protection Act;
0. "EEA" means the European Economic Area, that is the Member States of the European Union plus Norway, Iceland, and Liechtenstein;
0. [bookmark: _Hlk37859370]"EU Data Protection Laws" means the EU General Data Protection Regulation 2016/679 ("GDPR"), as amended, replaced or superseded from time to time, laws implementing or supplementing the GDPR, and any other laws and regulations of the EU and its Members States applicable to the protection of Personal Data;
“UK Data Protection Laws” means the UK GDPR as defined in section 3(10) of the Data Protection Act 2018, supplemented by section 205(4) of the Data Protection Act 2018 as amended, replaced, or superseded from time to time, laws implementing or supplementing the UK GDPR, and any other laws and regulations of the UK applicable to the protection of Personal Data;
0. "Personal Data" means any information or data that alone or together with any other information relates to an identified or identifiable living natural person (“Data Subject”), or as otherwise defined as “personal data” or “personal information” under Data Protection Laws. An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person;
0. "Sensitive Data" refers to data that meets the criteria of at least one of the following definitions:
8. Data belonging to special categories as defined by GDPR. These special categories consist of Health data, which pertains to an individual's physical or mental health, such as medical records, doctor's notes, or test results; Biometric data, which refers to data generated by automated means to identify an individual, such as fingerprints, facial recognition, and iris scans; Genetic data, which refers to information about an individual's genetic characteristics, such as DNA analysis; Racial or ethnic origin, which pertains to an individual's racial or ethnic background, such as skin color, language, or cultural heritage; Political opinions, which refers to information about an individual's political beliefs, affiliations, or activities; Religious or philosophical beliefs, which pertains to information about an individual's religious or philosophical beliefs, such as membership in a particular religion or philosophical association; Trade union membership, which pertains to information about an individual's membership in a trade union or other labor organization; and Sexual orientation, which refers to information about an individual's sexual preferences or behavior.
8. “Sensitive personal information" as defined by The California Consumer Privacy Act (CCPA): Any personal information that reveals a consumer, including Social Security number or taxpayer identification number; Driver's license number, passport number, or another government-issued identification number; Financial account number, credit or debit card number, or any other financial information; Health information or medical information; Personal characteristics, such as race, ethnicity, religious beliefs, or sexual orientation; Precise geolocation data; Content of a consumer's communications, including emails and text messages, unless the business is the intended recipient of the communication
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0. "Personal Data Breach" means any accidental, unlawful, or unauthorized destruction, alteration, disclosure, misuse, loss, theft, access, copying, use, modification, disposal, compromise, or access to Company Personal Data or any act or omission that compromises or undermines the physical, technical, or organizational safeguards put in place by the Supplier and/or its Subprocessors in processing Company Personal Data;
0. "Processing" or "Process" means any operation or set of operations performed upon Company Personal Data whether or not by automated means, including access, receipt, collection, recording, organization, structuring, adaptation, alteration, retrieval, consultation, retention, storage, transfer, disclosure (including disclosure by transmission), dissemination or otherwise making available, restriction, alignment, combination, use, blocking, erasure and destruction.
0. "Processor" means a natural or legal person, public authority, agency or other body which processes personal data on behalf of the Controller.
"Services" means the services, products, software and/or other activities to be supplied to or carried out by or on behalf of Supplier for Company Group Members pursuant to the Principal Agreement;
"Standard Contractual Clauses" means the 2021 Standard Contractual Clauses (Module 2: EU Controller-to-Processor) set out in Addendum 1 to this DPA (as may be updated by Company from time to time)`	Comment by Evita Eliades: Optional
[bookmark: _Ref120719752]"Standard Contractual Clauses" means the MODULE TWO: Transfer controller to processor of the contractual clauses set out in the Annex of European Commission Decision 2021/915 and available at https://commission.europa.eu/document/download/e60b1cd4-d802-44d5-9cac-ddd3c943a5ef_en?filename=1_en_annexe_acte_autonome_cp_part1_v5_0.pdf  which are incorporated into this Agreement by way of reference and made an integral part hereof, where the following options will apply: option 2 of Section 9 with fourteen (14) days as the applicable notice period, option 1 of Clause 17 with Germany as the governing law, and courts of  Dusseldorf, in Clause 18(b); 
"Subprocessor" means any person (including any third party and any Supplier Affiliate) appointed by or acting on behalf of Supplier or any Supplier Affiliate, or acting under the apparent authority of Supplier or a Supplier Affiliate, to Process Personal Data on behalf of any Company Group Member in connection with the Principal Agreement;
"User Tracking Data" means data associated with online or mobile users that records user information, interactions or behavior, user clicks or reaction to or interaction with content, advertising or any other activity, or in connection with tracking activities related to behavioral advertising.  
"Supplier" means the party with which Company is contracting for the Services in the Principal Agreement, including, unless the context suggests otherwise, Supplier Affiliates; and
"Supplier Affiliate" means an entity that owns or controls, is owned or controlled by or is or under common control or ownership with Supplier, where control is defined as the possession, directly or indirectly, of the power to direct or cause the direction of the management and policies of an entity, whether through ownership of voting securities, by contract or otherwise.
AUTHORITY
Supplier warrants and represents that, before any Supplier Affiliate Processes any Company Personal Data on behalf of any Company Group Member, Supplier's entry into this DPA as agent for and on behalf of that Supplier Affiliate will have been duly and effectively authorized (or subsequently ratified) by that Supplier Affiliate.
[bookmark: _Ref471499735]PROCESSING OF COMPANY PERSONAL DATA
[bookmark: _Ref471379220][bookmark: _Ref472928106]The parties agree that Supplier will act as Processor and Company or the relevant Company Group Member will act as Controller with respect to the Company Personal Data processed pursuant to the Services.  In their role as Processor, Supplier and each Supplier Affiliate shall:
comply with all Data Protection Laws applicable to the provision of the Services and its processing of Company Personal Data; and
[bookmark: _Ref482964294]only Process Company Personal Data according to the relevant Company Group Member’s documented instructions, including with regard to international transfers, unless Processing is required by applicable laws. If Supplier is required by applicable law to transfer, disclose, or permit processing of Company Personal Data by a third party, Supplier will promptly notify Company in advance of such requirement and cooperate with Company to limit the extent and scope of such transfer, disclosure, or processing. Supplier represents and warrants, that it understands the prohibitions and limitations regarding its use and all other processing activities and related purposes as outlined in this Agreement regarding Company Personal Data, particularly in this Section 3.1.2, and will comply with them. 
Supplier shall treat all Company Personal Data as “Confidential Information” as defined in (a) the NDA; or (b) if Provider and Company have not entered into an NDA, the Provider Agreement, for as long as such Company Personal Data is in Supplier’s possession or control, including when Company Personal Data is held in archive, back up or business continuity/disaster recovery systems.  Any exclusions to the definition of “Confidential Information” in the NDA or the Provider Agreement shall not apply to the definition of Company Personal Data.  Supplier shall ensure that all its personnel, agents, contractors, Supplier Affiliates and Subprocessors that process Company Personal Data are subject to confidentiality undertakings or professional or statutory obligations of confidentiality.   
Supplier shall immediately inform Company in writing if, in its opinion, an instruction from Company infringes applicable Data Protection Laws. Supplier shall not knowingly process any Company Personal Data in a way that results in Company being in breach of its obligations under Data Protection Laws.
Company hereby instructs and authorizes Supplier to process Company Personal Data for the sole and exclusive purpose of performing Supplier’s obligations to Company under and in accordance with (a) the Principal Agreement; (b) Company’s and other Company Group Member’s written instructions; (c) applicable Data Protection Laws; and (d) this DPA (collectively, the “Applicable Agreements”).  Where Supplier tracks users’ online or mobile activities, the obligations and requirements set out in this DPA in relation to Personal Data extend to User Tracking Data.
Supplier shall process Company Personal Data as part of the provision of the Services, subject to Clause 3.3, as described below. Company may make reasonable amendments to this section by written notice to Supplier from time to time as Company reasonably considers necessary. 
(a) Subject Matter, Purpose, and Duration. Supplier shall process the Company Personal Data (for the term of the Principal Agreement as extended or amended) for the purpose of providing the Services specified in the Principal Agreement and detailed in Annex I of this agreement. 
(b) Data Subjects. Types of Personal Data. Personal Data processing may involve any of the following Company Personal Data (including special categories of data if appropriate) specified in the Principal Agreement and detailed in Annex I of this agreement. 
(c) Supplier shall not process, sell, transfer, or otherwise disclose Company Personal Data to, or permit processing by its Subprocessors or any third party except (a) the provision of Services will be based on a "need-to-know" approach as instructed by the Company; (b) to the extent necessary to provide the Services; (c) as permitted under the Applicable Agreements; or (d) if required by Applicable Law. Supplier shall ensure that all such Subprocessors and third parties are subject to confidentiality undertakings or professional or statutory obligations of confidentiality.
Supplier shall not determine the purposes and means of the processing of the Company Personal Data without Company’s prior explicit agreement in writing. In the case of such written agreement, Supplier shall be deemed a Controller and shall only process the Company Personal Data as agreed in writing with Company and in full compliance with all applicable Data Protection Laws.
[bookmark: _Ref464581166][bookmark: _Ref472954229][bookmark: _Ref482964888][bookmark: _Ref464574438]INTERNATIONAL TRANSFERS
4.1. If any Data Protection Laws include requirements to be taken in relation to any applicable data export restrictions to permit the transfer of Company Personal Data to the extent required under the Principal Agreement, Supplier will comply with such data protection requirements including executing any applicable data transfer agreements (e.g., standard contractual clauses) or an alternative solution to ensure that appropriate safeguards are in place for such transfer.

Transfers out of the EEA. 
4.2. If the provision of Services under the Principal Agreement involves Company Personal Data processed subject to the GDPR that is transferred from a Company Group Member located in an EEA country to Supplier, located in a country outside the EEA that has not been received an adequacy decision from the European Commission (“EC”) pursuant to Article 45 of the GDPR, then (i) Supplier and each affected Supplier Affiliate and Subprocessor located outside the EEA shall be a “data importer”, and each Company Group Member located in the EEA shall be a “data exporter” for the purposes of the Standard Contractual Clauses; (ii) Supplier shall, and shall make each affected Supplier Affiliate and Subprocessors to, comply with each of the obligations imposed on the “data importer” set forth in the Standard Contractual Clauses; and (iii) each Company Group Member shall comply with each of the obligations imposed on the “data exporter” set forth in the Standard Contractual Clauses. Where the Standard Contractual Clauses apply to a transfer in accordance with this clause, they shall be signed and incorporated into and form part of this DPA. 
4.3. [bookmark: _Hlk42250014]Supplier may only transfer Company Personal Data from EEA countries to countries outside the EEA that do not have an EC adequacy decision with the prior written consent of Company, provided that such transfer is strictly necessary for the provision of the Services, is subject to the terms set out in the Standard Contractual Clauses and Supplier complies (and makes each of its Subprocessors comply) with all obligations imposed on a “data importer” set out in such Clauses.  Where the Standard Contractual Clauses apply to a transfer in accordance with this clause, they shall be incorporated into and form part of this DPA.
4.4. Company may, with at least 30 (thirty) calendar days written notice to Supplier, from time to time make any variations to the Standard Contractual Clauses which Company considers to be reasonably required as a result of any change in, or decision of, a competent authority under Data Protection Laws so as to allow transfers to be made or continue to be made in compliance with Data Protection Laws.  If Company gives notice to vary the Standard Contractual Clauses, Supplier shall promptly co-operate (and ensure that any affected Subprocessors promptly co-operate) to ensure the variations required by Company are implemented.  If the Standard Contractual Clauses cease to provide a valid legal basis for the transfer of personal data to countries outside the EEA, the parties shall without undue delay meet to agree in good faith what alternative methods are available to facilitate the transfer of the Company Personal Data in accordance with applicable Data Protection Laws and implement an agreed alternative method as soon as practicable. This may include the parties agreeing to enter into an alternative data transfer method where available and appropriate. 

Transfers out of the UK.
4.5. If the provision of Services under the Principal Agreement requires a UK Restricted Transfer by a Company Group Member located in the UK to Supplier which is located in a country, territory or jurisdiction outside of the UK, the ‘UK Addendum’ set out in Addendum 2 to this DPA (and as may be updated by Company from time-to-time) (the “UK Addendum”) shall be deemed signed by the parties and incorporated into this DPA. 
4.6. Supplier and its Subprocessors may only make a UK Restricted Transfer to another Subprocessor (including a Supplier Affiliate): (a) with the prior written consent of Company; (b) where such transfer is strictly necessary for the provision of the Services; and (c) where the Supplier has ensured (and will continue to ensure) that the relevant processor: (i) provides appropriate safeguards (including ensuring data subjects have enforceable rights and effective legal remedies), (ii) complies with its obligations under applicable Data Protection Laws (including providing an adequate level of protection to any transferred Company Personal Data) and (iii) Processes the transferred Company Personal Data in a manner consistent with Company’s instructions.

4.7. SUPPLIER REPRESENTS AND COVENANTS TO THE COMPANY THAT SUPPLIER, INCLUDING ANY OFFICER, DIRECTOR, EMPLOYEE, AGENT, OR REPRESENTATIVE OF SUPPLIER ACCEPTING THIS DPA ON ITS BEHALF, IS AUTHORIZED TO BIND SUPPLIER TO THE STANDARD CONTRACTUAL CLAUSES AND THE UK ADDENDUM.

SECURITY AND ORGANIZATIONAL MEASURES
[bookmark: _Ref472929157]Taking into account the state of the art, the costs of implementation, and the nature, scope, context, and purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, Supplier and each Supplier Affiliate shall in relation to the Company Personal Data implement appropriate technical and organizational measures to ensure a level of security appropriate to that risk and as required by applicable Data Protection Laws.
Supplier and each Supplier Affiliate shall implement the following technical and organizational measures as appropriate and commensurate to the risk referenced in Section 5.1: 
the encryption of the Company Personal Data
the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services
the ability to restore the availability and access to the Company Personal Data in a timely manner in the event of a physical or technical incident, and 
a process for regularly testing, assessing, and evaluating the effectiveness of technical and organizational measures for ensuring the security of the processing of Company Personal Data.  
Supplier agrees to have in place and maintain as a minimum those information security measures set out in this DPA.  As part of its compliance with this clause, Supplier shall have and maintain appropriate and industry-standard physical, organizational and technical processes, security standards, guidelines, controls and procedures (“Policies”) to protect against any Personal Data Breach (“Appropriate Safeguards”).  Supplier shall regularly, but in no event less than annually, evaluate, test and monitor the effectiveness of its Appropriate Safeguards and shall promptly adjust and update Appropriate Safeguards as reasonably warranted by such results.  
Supplier shall, upon request, provide Company with a written description of the Appropriate Safeguards.  Supplier shall provide Company with access to relevant documentation and reporting on the implementation, certification, effectiveness, and remediation of the Appropriate Safeguards. Supplier represents, warrants and covenants that Supplier and its Subprocessors do and shall implement and maintain Policies which: 
Risk Management.  Evaluate organizational and administrative risks no less than annually, and system and technical risks no less than quarterly. 
Asset Management. (a) Identify all equipment and media used in the processing of Company Personal Data; (b) assign responsibility for all equipment and media to one or more custodians; and (c) perform regular reviews of the asset inventory for accuracy and to identify missing equipment and media.  
Access Control and Identity Management Policies.  Prior to access to Company Personal Data, (a) all data and system access rights are assigned to individuals according to their documented responsibilities and the principle of least privilege; (b) all user and administrator accounts are assigned to individuals and required to have strong passwords, password rotation, failed authentication locks and session timeouts; and (c) issuance of privileged access accounts require management approval and are held to strict security standards.   
Awareness and Training Policies.  Address (a) information security threats and best practices; (b) information security policies, procedures, and controls in place to protect Company Personal Data; and (c) each employee’s roles and responsibilities in the protection of Company Personal Data. 
Accountability Policies.  Ensure that (a) all account actions can be traced to the individual using the account, (b) the time, date, and type of action are recorded for all privileged account actions and all account actions affecting Company Personal Data, (c) all recorded account actions are actively monitored and can be easily retrieved for analysis, and (d) consequences for policy violations are established, communicated and acted upon. 
Contingency Planning Policies.  Define roles and responsibilities and provide clear guidance and training on the proper handling of contingency events including (a) natural threat events such as floods, tornadoes, earthquakes, hurricanes, and ice storms; (ii) accidental threat events such as chemical spills and mechanical or electrical failures; and (iii) intentional acts such as privacy and security breaches, bomb threats, assaults, and theft. 
System Maintenance Policies.  Are related to (a) structured vulnerability management, including regular scanning, penetration testing, risk analysis, and timely patching; (b) change management, including documentation of the purpose, security impact analysis, testing plan and results, and authorization for all changes; (c) configuration management, including secure baseline configurations; and (d) monitoring to detect and generate alerts for unauthorized changes. 
System and Communications Protection Policies.  Preserve the confidentiality, integrity, and availability of Company Personal Data, including (a) physical controls that restrict and monitor access to systems that process Company Personal Data; (b) technical and administrative controls that protect against malicious software and malicious actors; (c) strong encryption of data in transit across untrusted and public networks and, in the case of Highly Restricted Data, at rest in all locations where it is stored; (d) periodic encryption key rotation and management; (e) prohibition of Highly Restricted Data and Personal Data being processed in non-production environments; (f) regular security control reviews and effectiveness testing; and (g) strong technical and administrative controls regarding remote access and mobile devices. 
Media Protection Policies.  Ensure that media containing Company Personal Data is securely handled, including (a) strong encryption of Company Personal Data on all mobile devices and removable storage; (b) requirement for secure sanitization and destruction methods for media that at any time held Company Personal Data; and (c) requirement that all media, including paper, containing unencrypted Company Personal Data be stored in a secure location. 
Infrastructure Security & Connectivity.  If (a) the Services include application, website, data, or system hosting; (b) network connectivity is required to provide the Services, or (c) the Services are dependent on the integrity of Supplier’s environment, the following requirements shall apply: 
Network Access.  The connection and mechanism to transmit Company Personal Data between Supplier and Company shall be through a Company I/T-approved secure solution.  Access will be limited to the required time only. Supplier shall use Appropriate Safeguards to protect against any compromise, unauthorized access, or other damage to Company’s network and to secure the Supplier’s networks and I/T environments associated with the Services.  Upon request, Supplier shall provide Company with a high-level network diagram that outlines Supplier’s I/T network supporting the Services. 
Audit.  Upon request, Supplier shall provide a controls audit report and remediation effort, such as a SOC-2 Type 2 or comparable report of an information security audit performed within the past year, as applicable to the Services.  The audit shall include an assessment of Supplier’s applicable general controls and security processes and procedures to ensure compliance with Data Protection Laws and industry standards.  The audit shall be at Supplier’s expense as part of Supplier’s ongoing information security program to evaluate Supplier’s general security controls.   
Testing.  In addition to Supplier’s internal control programs, Supplier will have independent penetration tests performed on its environment as relevant to this DPA not less than annually and will perform security vulnerability scans not less than quarterly.  Supplier commits to remediate all vulnerabilities identified in a timeframe commensurate with the risk, or as agreed upon with Company.  
Software and Systems Security
Vulnerabilities.  If the Services include software or systems support, Supplier shall have controls in place to identify any security vulnerabilities in the Services during development and after release.  Supplier shall provide Company written notice of (a) publicly-acknowledged vulnerabilities/zero-day exploits within five business days of the public acknowledgment, and (b) internally known yet publicly undisclosed vulnerabilities/zero-day exploits within ten business days of their discovery.  Supplier commits to remediate all vulnerabilities identified in the Services at Supplier’s expense and to remediate vulnerabilities with a base score above 4 as defined by Common Vulnerability Scoring System in a timeframe commensurate with the risk or as agreed upon with Company. Supplier’s use of open source code shall not alter Supplier’s responsibility to identify and remediate vulnerabilities as described here. 
Coding Practices.  Supplier agrees (a) to use industry secure-coding practices, and (b) to address information security throughout the development life-cycle.  
Security Assessments.  Supplier shall submit to Company the results and remediation efforts of an independent security assessment for all Services that (a) are customer facing, including websites, shipped with or installed on customer systems; or (b) process Highly Restricted Data.  The assessment scope and remediation efforts must be agreed upon by Company and addressed to Company’s satisfaction prior to acceptance of such Services.
[bookmark: _Ref472956474]SUBPROCESSING
[bookmark: _Ref472933015]Except in compliance with the provisions of Section 6 of this DPA, Supplier, and Supplier Affiliates shall not (a) transfer; (b) sell or disclose; (c) subcontract the processing of; or (d) permit the processing of Company Personal Data by or to any Subprocessors without the prior written authorization of Company. 
[bookmark: _Ref472933585]Supplier and each Supplier Affiliate are hereby authorized to continue to use those Subprocessors already engaged by Supplier or any Supplier Affiliate and duly communicated to Company as at the date of this DPA, subject to Supplier and each Supplier Affiliate in each case meeting the obligations set out in section 6.4. Upon request of the Company, Supplier shall at any time during the term of the Principal Agreement provide Company with an updated list of its Subprocessors including their company name, address, as well as the place and a description of their Processing activities.  
[bookmark: _Ref482966865][bookmark: _Ref479850258][bookmark: _Ref478108009]Supplier shall give Company prior written notice of its intention to appoint any new Subprocessor, including full details of the Processing to be undertaken by the Subprocessor. Company will make reasonable efforts to notify Supplier of its decision whether or not to grant the authorization within 10 days from the receipt of such notice. If Company does not object within 10 days, then such added Subprocessor shall be considered incorporated into Annex III of Addendum 1 as an amendment. 
Supplier shall take all reasonable steps to ensure the reliability of Subprocessors that may have access to Company Personal Data, including carrying out appropriate background checks (where permitted by applicable law) and carrying out adequate due diligence to ensure that any Subprocessors are capable of providing the level of protection for Company Personal Data required by this DPA.  Supplier shall ensure Subprocessors are appropriately trained in the handling and secure processing of Company Personal Data under applicable Data Protection Laws. 
[bookmark: _Ref478107174]With respect to each Subprocessor, Supplier or the relevant Supplier Affiliate shall, in addition to the requirements of Section 6.4:
ensure that the arrangement between on the one hand (a) Supplier, or (b) the relevant Supplier Affiliate, or (c) the relevant intermediate Subprocessor; and on the other hand the Subprocessor, is governed by a written contract including terms which offer substantially equivalent restrictions and conditions for protection for Company Personal Data as those set out in this DPA and meet the requirements applicable  Data Protection Laws; and 
[bookmark: _DV_C449]provide to Company for review such copies of agreements with Subprocessors (which may be redacted to remove confidential commercial information not relevant to the requirements of this DPA) as Company may request from time to time.
[bookmark: _Ref486228922][bookmark: _Ref472932346]Supplier shall have sole liability for all acts or omissions of Subprocessors with respect to the Services.
Supplier shall audit each of its Subprocessors that process Company Personal Data at least once every twelve months and more frequently in the event of a Personal Data Breach.  If the audit reveals any compliance deficiencies, breaches and/or failures by the Subprocessor, Supplier shall promptly notify Company and use all reasonable efforts to work with the Subprocessor to remedy the same promptly.  If, within Company’s reasonable discretion, a satisfactory remedy cannot be implemented within a reasonable time, Company may instruct Supplier to discontinue using the Subprocessor to provide Services to Company, in which case Supplier shall be required, as instructed by Company, to promptly return or delete any Company Personal Data in the Subprocessor’s possession or control.  To the extent not restricted by confidentiality, Supplier shall share the results of such audits with Company upon prior written request.  
[bookmark: _Ref472935177][bookmark: _Ref479256929]DATA SUBJECT RIGHTS
[bookmark: _Ref479246263]Assistance to Company.  Supplier and each Supplier Affiliate shall assist Company in responding to requests by individuals seeking to exercise Data Subject rights under Data Protection Laws.  
[bookmark: _Ref482964520]Notice to Company of Data Subject Request.  Supplier shall promptly, and in any event within two calendar days, notify Company if Supplier or any Supplier Affiliate or Subprocessor receives a request, inquiry or complaint from a Data Subject under any Data Protection Law in respect of Company Personal Data.
Cooperation with Company to Support Response to Data Subject Request.  Supplier shall provide to Company all reasonable cooperation, assistance, information, and access to Company Personal Data in its possession, custody, or control as is necessary for Company to respond to such data subject request, inquiry or complaint promptly and within any timeframe required by Data Protection Laws.  Supplier shall not and shall ensure that the affected Supplier Affiliate and/or Subprocessor do not, respond to that request, inquiry or complaint unless so instructed in writing by Company or the relevant Company Affiliate.
[bookmark: _DV_M576][bookmark: _Ref464575151][bookmark: _Ref483161556]PERSONAL DATA BREACH
[bookmark: _DV_C398]Supplier shall notify Company immediately but no later than 24 hours after Supplier or any Subprocessor becomes aware of an actual or reasonably suspected Personal Data Breach affecting Company Personal Data and shall provide Company with sufficient information to allow each Company Group Member to meet any obligations to report or inform Data Subjects of the Personal Data Breach under Data Protection Laws. Such notification shall as a minimum:
describe the nature of the Personal Data Breach, the categories and numbers of Data Subjects concerned, and the categories and numbers of Personal Data records concerned;
communicate the name and contact details of Supplier's data protection officer or other relevant contact from whom more information may be obtained;
describe the likely consequences of the Personal Data Breach; and
describe the measures taken or proposed to be taken to address the Personal Data Breach.
[bookmark: _Ref482964994]Where it is not possible for Supplier to provide the above information required in Section 8.1.1 – 8.1.4 at the same time that it provides notice of an actual or reasonably suspected Personal Data Breach, Supplier shall provide the information in phases without undue further delay.  The information must be provided, at a minimum, by email with a read receipt to <EMAIL> and with a copy to Supplier’s primary Company business contact.  
Supplier shall co-operate with Company and each Company Group Member and take all necessary and appropriate corrective actions, including as may be instructed by Company or as may be required by Data Protection Laws, to remedy or mitigate any Personal Data Breach and to assist in the investigation, mitigation and remediation of each such Personal Data Breach. Supplier shall reimburse Company for costs Company incurs in responding to, remediating, and/or mitigating damages caused by a Personal Data Breach at Supplier or a Subprocessor or in following up a complaint by an individual data subject or a regulator.
Supplier shall not inform any third party, except other Supplier clients also affected by the same incident, of any Personal Data Breach without first obtaining Company’s written consent except as may be strictly required by Data Protection Laws in which case Supplier will, unless prohibited by law, notify Company in advance of informing any such third party and cooperate with Company to limit the scope of the information disclosed to what is required by Data Protection Laws.
[bookmark: _Ref464575757]PRIVACY IMPACT ASSESSMENT AND PRIOR CONSULTATION
Supplier and each Supplier Affiliate shall provide cooperation and assistance to Company in connection with any privacy impact assessment which Company may carry out in relation to the processing of Company Personal Data undertaken by the Supplier, including any prior consultation(s) with supervisory authorities or other competent data privacy authorities, which Company reasonably considers to be required by applicable Data Protection Laws.
[bookmark: _Ref472960661][bookmark: _Ref464578312]DELETION OR RETURN OF COMPANY PERSONAL DATA
[bookmark: _Ref479850356][bookmark: _Ref475523598]Subject to section 10.2, upon the termination of the Principal Agreement or upon written request from Company (the “Cessation Date”), whichever comes first, Supplier shall, within 10 days, (a) return a complete copy of all Company Personal Data in Supplier’s or its Subprocessors’ custody or control to Company by secure file transfer in such format as is reasonably notified by Company to Supplier; and (b) delete, dispose of, destroy or render permanently anonymous all other copies of Company Personal Data Processed by Supplier or its Supplier Affiliates and certify in writing to Company once the deletion, disposal, destruction or anonymization has been fully completed.  
[bookmark: _Ref475523583][bookmark: _Ref475871334]Each of Supplier and its Supplier Affiliates may retain Company Personal Data to the extent required by applicable laws and only to the extent and for such period as required by applicable laws, always provided that Supplier and each Supplier Affiliate shall remain bound at all times with the provisions of this DPA for as long as the Company Personal Data is in Supplier’s custody or control.  
Supplier shall provide written certification to Company that it and each Supplier Affiliate has fully complied with this Section 10 within 30 days of the Cessation Date.
For the avoidance of doubt, the obligations of Supplier and each Supplier Affiliate set forth in this Section 10 extend to the Processing of any Company Personal Data by any Subprocessor.
[bookmark: _Ref471378903][bookmark: _Ref472950243]AUDIT RIGHTS 
[bookmark: _Ref482970378]Subject to section 11.2, Supplier and each Supplier Affiliate shall make available to Company upon request all information necessary to demonstrate compliance with this DPA, including where applicable summary copies of relevant security audit reports, and shall provide prompt written responses (on a confidential basis) to all reasonable requests for information necessary to confirm compliance with this DPA.  
Supplier and each Supplier Affiliate shall also allow audits, including by assessment questionnaire or inspection of any Company Personal Data in the custody or possession of Supplier, by Company, a relevant Company Affiliate or a professional auditor retained by Company to verify Supplier’s compliance with its obligations under this DPA.  Company shall give Supplier or the relevant Supplier Affiliate reasonable notice of any audit or inspection to be conducted under section 13, and the parties shall agree in advance on the reasonable start date, scope, duration and security and confidentiality controls applicable to the audit.  Company agrees to exercise its audit rights under section 13.2 no more frequently than once every twelve months, except (i) if and when required by a competent data protection authority; or (ii) an audit is necessary due to a Personal Data Breach.  
RECORDKEEPING
Supplier shall maintain a written or electronic record of processing activities carried out on behalf of Company containing the following minimum information: (a) name and contact details of Supplier, Supplier Affiliates and its Subprocessors, (b) name and contact details of its data protection officer (if any), (c) the categories of processing carried out on behalf of each Controller, (d) any transfers of personal data to countries outside the EEA and/or the UK as applicable, and documentation showing Standard Contractual Clauses, UK Addendum and other data transfer agreement required by Data Protection Laws, if any, are in place, (e) a general description of the technical and organizational security measures in place to safeguard the Company Personal Data.
INDEMNITY
Supplier shall defend, indemnify and hold harmless Company, Company Affiliates, and their respective directors, officers, employees, representatives, and agents from and against any and all claims, actions, demands, and legal proceedings and all liabilities, damages, losses, judgments, authorized settlements, costs, fines, penalties and expenses including reasonable attorneys’ fees arising out of or in connection with (a) any Personal Data Breach at Supplier, a Supplier Affiliate or a Subprocessor (b) Supplier’s, a Supplier Affiliate’s or a Subprocessor’s breach of any obligation set forth in this DPA; or (c) violation by the Supplier or a Subprocessor of any Data Protection Laws with respect to Processing or protecting Company Personal Data.
GENERAL TERMS
[bookmark: _Ref475525030]Governing law and jurisdiction
[bookmark: _Ref483163900]Without prejudice to clauses 7 (Mediation and Jurisdiction) and 9 (Governing Law) of the Standard Contractual Clauses, if applicable:
the parties to this DPA hereby submit to the choice of jurisdiction stipulated in the Principal Agreement with respect to any disputes or claims howsoever arising under this DPA, including disputes regarding its existence, validity, or termination, or the consequences of its nullity; and
this DPA and all non-contractual or other obligations arising out of or in connection with it are governed by the laws of the country or territory stipulated for this purpose in the Principal Agreement. 
Order of precedence
[bookmark: _Ref483165090]Nothing in this DPA reduces Supplier's or any Supplier Affiliate’s obligations under the Principal Agreement in relation to the protection of Personal Data or permits Supplier or any Supplier Affiliate to Process (or permit the Processing of) Personal Data in a manner which is prohibited by the Principal Agreement. In the event of inconsistencies between the provisions of this DPA and any other agreements between the parties, including the Principal Agreement and including (except where explicitly agreed otherwise in writing, signed on behalf of the parties) agreements entered into or purported to be entered into after the date of this DPA, the provisions of this DPA shall prevail. In the event of any conflict or inconsistency between this DPA and the Standard Contractual Clauses, if applicable, the Standard Contractual Clauses shall prevail.
Changes in Data Protection Laws
[bookmark: _Ref483203635][bookmark: _Ref483203394]Company may propose any variations to this DPA that Company reasonably considers to be necessary to address the requirements of a change to any Data Protection Law. If Company gives notice under this section, the parties shall promptly discuss the proposed variations and negotiate in good faith with a view to agreeing and implementing those or alternative variations designed to address the Data Protection Law requirements identified in Company's notice as soon as is reasonably practicable.
Neither Company nor Supplier shall require the consent or approval of any Company Affiliate or Supplier Affiliate to amend this DPA pursuant to Sections 16.35-16.6 or otherwise. 
Survival
Supplier’s obligations under this DPA shall survive the termination or expiration of the DPA and the Principal Agreement and continue in effect for as long as Supplier continues to process Company Personal Data.
Notices
Except for notice of Personal Data Breach, which must also be sent to <EMAIL>, legal notices required by this DPA shall be made in writing to the notice address set forth in the Principal Agreement.  Written notice made by facsimile, overnight courier, registered mail, or certified mail and sent to the Company notice address or Supplier notice address (or to successor individuals and addresses that have been properly noticed to the other party) are deemed to be effective upon sending.  All other written communications, deliveries, or business notices between Supplier and Company required by, permitted by, or pertaining to this DPA shall be effective when received.
Assignment
Supplier may not assign or transfer this DPA, in whole or in part, whether voluntarily, by contract, or by a merger (whether that party is the surviving or disappearing entity), stock or asset sale, consolidation, dissolution, through government action or order, or otherwise without the prior written consent of Company.  Any attempt to assign or transfer this DPA other than in accordance with this Section will be null and void.  Company may assign the DPA without Supplier consent.
Waiver/Amendment
No waiver of any term or condition is valid unless in writing and signed by authorized representatives of both parties and shall be limited to the specific situation for which it is given.  No amendment or modification to this DPA shall be valid unless set forth in writing specifically referencing this DPA and signed by authorized representatives of both parties. No other action or failure to act shall constitute a waiver of any rights.
Entire Agreement
Subject to Clause 14.2, this DPA sets forth the entire agreement and understanding of the parties relating to the subject matter herein and replaces all prior or contemporaneous discussions and agreements between the parties, both oral and written.
Independent Contractor
In performing Supplier's responsibilities pursuant to this DPA, it is understood and agreed that Supplier is at all times acting as an independent contractor and that Supplier is not a partner, joint venturer, or employee of Company.  It is expressly agreed that Supplier will not for any purpose be deemed to be an agent, ostensible or apparent agent, or servant of Company, and the parties agree to take any and all such action as may be reasonably requested by Company to inform the public and others utilizing the professional services of Supplier of such fact.
Additional Agreements
Each of the parties hereto agrees to execute any document or documents that may be requested from time to time by the other party to implement or complete such party's obligations pursuant to this DPA, Data Protection Laws or other applicable law.  The parties agree to take such reasonable actions as are necessary to amend this DPA from time to time as is necessary for Company to comply with Data Protection Laws and applicable law.

Interpretation
Any ambiguity in this DPA will be resolved in favor of a meaning that permits Company to comply with Data Protection Laws and applicable law.

Severance
Should any provision of this DPA be invalid or unenforceable, then the remainder of this DPA shall remain valid and in force. The invalid or unenforceable provision shall be either (i) amended as necessary to ensure its validity and enforceability, while preserving the parties’ intentions as closely as possible or, if this is not possible, (ii) construed in a manner as if the invalid or unenforceable part had never been contained therein.
Execution
The parties expressly agree that this DPA may be electronically signed. The parties agree that the electronic signature appearing on this DPA have the same legal effect as handwritten signatures for the purposes of validity, enforceability and admissibility. 
IN WITNESS WHEREOF, this DPA is entered into and becomes a binding part of the Principal Agreement with effect from the date first set out above.
[Company]
Signature ______________________________
Name _________________________________
Title __________________________________
Date Signed ____________________________

[Supplier]
Signature ______________________________
Name _________________________________
Title __________________________________
Date Signed ____________________________


[bookmark: _Hlk78809932]APPENDIX
The following appendices are integral components of the "Standard Contractual Clauses" and must be thoroughly completed prior to finalizing this agreement.

EXPLANATORY NOTE:
It must be possible to clearly distinguish the information applicable to each transfer or category of transfers and, in this regard, to determine the respective role(s) of the Parties as data exporter(s) and/or data importer(s). This does not necessarily require completing and signing separate appendices for each transfer/category of transfers and/or contractual relationship, where this transparency can achieved through one appendix. However, where necessary to ensure sufficient clarity, separate appendices should be used.





ANNEX I
A.   LIST OF PARTIES
Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable, of its/their data protection officer and/or representative in the European Union]
Name: Kornit Digital Ltd. and all its subsidiaries
Address: 10 HaAmal St., Rosh HaAyin Israel
Contact person’s name, position and contact details: Gilad Yaron, gilad@giladyaron.com Liza Hendruker, liza@giladyaron.com 
Activities relevant to the data transferred under these Clauses:
___________________________________________________________________
___________________________________________________________________
Signature and date: ___________________________________________________
Role: controller: 
2. …

	
	
	


Data importer(s): [Identity and contact details of the data importer(s), including any contact person with responsibility for data protection]
Name: ___________________________________________
Address: _________________________________________
Contact person’s name, position and contact details: _________________________
___________________________________________________________________
Activities relevant to the data transferred under these Clauses:
___________________________________________________________________
___________________________________________________________________
Signature and date: ___________________________________________________
Role (controller/processor): 
2. …


B.   DESCRIPTION OF TRANSFER
Categories of data subjects whose personal data is transferred
For example: Employees/Customers/End Users/Suppliers
Categories of personal data transferred
Name/ Email/ Telephone/ Address/ Employment Information/ Business Information/ Location/ Photos/ Personal Content/ Gender/ 
Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into consideration the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions (including access only for staff having followed specialised training), keeping a record of access to the data, restrictions for onward transfers or additional security measures.
Financial Information/ Bank and/or Credit Details/ Sexual Orientation/ Medical Information
The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis).
…
Nature of the processing
Storage/ Transfer or Sharing with third parties/ Data Management/ Regulation
Purpose(s) of the data transfer and further processing
Provision of services to customer in accordance with the Agreement
The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine that period
Term of the Agreement – deletion or return to customer in accordance with the terms of the Agreement
For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing
…
C.   COMPETENT SUPERVISORY AUTHORITY
Identify the competent supervisory authority/ies in accordance with Clause 13
[_____]



ANNEX II
TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA
1. Data Protection and Privacy 
1.1 Suppliers must employ measures to protect Kornit Digital data against unauthorized access, disclosure, alteration, or destruction. 
1.2 In the event of a data breach, suspected breach, or any cybersecurity event that might impact Kornit Digital, suppliers must notify Kornit Digital within 24 hours. 
2. Access Controls 
2 
2.1 Access to Kornit Digital’s information and systems should be restricted to authorized personnel only. 
2.2 Suppliers must implement processes to regularly review, modify, and revoke access rights when they are no longer needed. 
3. Network and System Security 
3 
3.1 Appropriate security measures such as firewalls, intrusion detection/prevention systems, and timely software patching must be deployed to protect supplier networks and systems against potential threats. 
3.2 Suppliers must ensure hardware and software configurations for network devices, servers, and workstations align with NIST SP 800-53 or ISO 27001 guidelines. 
4. Physical Security 
4 
4.1 Facilities that store, process, or transmit Kornit Digital’s data must be safeguarded against unauthorized entry, environmental hazards, and other potential security breaches. 
5. Incident Management 
5 
5.1 Suppliers must have an incident response plan in place that allows for timely and effective management of security breaches or incidents. 
5.2 Regular testing and drills of the incident response plan is expected to ensure its efficacy. 
6. Employee Training and Awareness 
6 
6.1 Personnel who have access to, or handle, Kornit Digital data must undergo periodic security awareness training. 
6.2 Training records should be maintained and made available to Kornit Digital upon request. 
7. Secure Disposal and Data Lifecycle Management 
7 
7.1 Data and materials containing Kornit Digital’s information must be securely disposed of when no longer required, in alignment with industry standards. 
7.2 Suppliers must have a documented data retention and disposal policy ensuring that data is not retained beyond its useful life or contrary to legal requirements. 
8. Encryption and Data Transmission 
8 
8.1 Kornit Digital’s data must be encrypted during transmission, especially over public networks, and when stored on mobile or portable devices. 
9. Vulnerability Management 
9 
9.1 Processes for regular vulnerability scanning, assessment, and timely remediation should be in place. These should adhere to NIST SP 800-53 or ISO 27001 standards or other recognized industry benchmarks. 
10. Audit and Review 
10 
10.1 Suppliers must allow Kornit Digital to audit their compliance with these requirements upon a 30-day written notice, and no more than once annually. 
10.2 Suppliers should periodically review and assess their own security posture and practices, making improvements as needed. 
11. Business Continuity and Resilience 
11 
11.1 Suppliers should have a business continuity and disaster recovery plan ensuring uninterrupted service and data availability to Kornit Digital, even in the event of adverse conditions. 
11.2 The continuity plan should be tested periodically to ensure its effectiveness. 
12. Communication and Collaboration 
12 
12.1 Suppliers are expected to maintain open channels of communication with Kornit Digital, particularly regarding changes in their security posture, incidents, or any matter that could affect the mutual business relationship from a security standpoint. 
13. Notification of Cyber Events and Breaches 
13 
13.1 Suppliers must promptly notify Kornit Digital within 24 hours of becoming aware of any cyber event, security breach, or potential threat that could impact Kornit Digital's data, systems, or reputation. 
13.2 Suppliers are expected to provide regular updates until the event is resolved and must cooperate fully in any investigation, mitigation, or other related activities. 
13.3 Upon resolution, a post-event analysis or root cause analysis must be shared with Kornit Digital detailing the cause, impact, actions taken, and future preventive measures. 
14. Contractual and Legal Obligations 
14 
14.1 Suppliers must ensure they are aware of and comply with all contractual, legal, and regulatory obligations pertaining to security, particularly those stipulated by GDPR, PIPL, and Israeli regulations. 
14.2 If there are changes to legal and regulatory requirements that may affect the services or products provided to Kornit Digital, suppliers must notify Kornit Digital promptly. 
15. Security Communication and Assessment 
15 
15.1 Suppliers are required to respond to Kornit Digital's security-related questions and inquiries in a timely and comprehensive manner. The expected response time for critical security inquiries is within 48 hours, unless otherwise specified. 
15.2 Suppliers must participate in Kornit Digital's yearly security questionnaire, providing accurate and up-to-date information about their security practices, controls, and any related changes from the previous year. 
15.3 Kornit Digital may request additional documentation or evidence in support of responses given in the security questionnaire, and suppliers are expected to comply with such requests promptly.
…



ANNEX III
LIST OF SUB-PROCESSORS
EXPLANATORY NOTE:
This Annex must be completed in case of the specific authorisation of sub-processors (Clause 9(a), Option 1).
The controller has authorised the use of the following sub-processors:
1. 	Name: …
Address: …
Contact person’s name, position and contact details: …
Description of processing (including a clear delimitation of responsibilities in case several sub-processors are authorised): …

2. 	…
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